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Disclaimer

The Content, Demonstration, Source Code and Programs presented here is "AS IS" without
any warranty or conditions of any kind. Also the views/ideas/knowledge expressed here are

solely of the trainer’s only and nothing to do with the company or the organization in which
the trainer 1s currently working.

However in no circumstances neither the Trainer nor SecurityXploded is responsible for any
damage or loss caused due to use or misuse of the information presented here.
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Advanced Malware Analysis Training

This presentation is part of our Advanced Malware Analysis Training program. Currently it

1s delivered only during our local meets for FREE of cost.

For complete details of this course, visit our Security Training pag/
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Monnappa
= mOnna
= Member of SecurityXploded
» Info Security Investigator @ Cisco
= Reverse Engineering, Malware Analysis, Memory Forensics

=  Email: monnappa22@gmail.com

=  Twitter: @monnappa22

» LinkedIn: http://www.linkedin.com/pub/monnappa-ka-grem-ceh/42 /1b8
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Overview of advanced threats

Sophisticated
Stealthy

Multistaged

Targeted

Uses zero day exploits

Designed for long term manipulation
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HeartBeat APT Campaign

Targeted attack exposed by Trend Micro document
http://blog.trendmicro.com/trendlabs-security-intelligence /pulsing-the-heartbeat-apt/

Targeted organizations related to the South Korean government (political parties,
media outfits, South Korean military)

“HeartBeat RAT" was used to gain access over their targets network

In this session, we will v
o Part 1a) Decrypt the communications of HeartBeat RAT
o Part 1b) Reverse Engineer the HeartBeat RAT
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Part 1A — Demo

Decrypting The Communications
Of HeartBeat RAT




HeartBeat RAT Network Traffic

Below screenshot shows the HeartBeat RAT traffic on port 80 and also shows connection
to a malicious domain

~ v x l.pcap [Wireshark 1.6.5 (SVN Rev Unknown from unknown)]

File Edit View Telephony Tools Internals H

Bapelt oOoRe= Qe TFEiaaa im0

Filter: [v Expression...

No. Time Source Destination Protocol Length Info

. 1 0.000000 74 Standard query A ahnlab.myfw.us

2 0.027568 172.16.114.1 172.16.114.100 DNS 90 Standard query response A 172.16.114.1
3 3 T<F7 T Z

3 19.9479 -10.114. 172.10.113.T X TCP 07 1055 o (57 © MSS=1460 SACK PERM=1
419.4862560 172.16.114.1 172.16.114.100 TCcP 62 80 > 1055 [SYN, ACK] Seq=0 Ack=1 Win=14600 Len=0 MSS=1460 SACK PERM=1
519.486565 172.16.114.160 172.16.114.1 TCP 54 1055 > 80 [ACK] Seq=1 Ack=1 Win=64240 Len=0

6 42.171081 172.16.114.100 172.16.114.1 HTTP 1514 Continuation or non-HTTP traffic

7 42.171195 172.16.114.1 172.16.114.100 TCP 54 80 > 1055 [ACK] Seq=1 Ack=1461 Win=17520 Len=0 .

842.171626 172.16.114.100 172.16.114.1 HTTP 656 Continuation or non-HTTP traffic

9 42.171684 172.16.114.1 172.16.114.160 TCP 54 80 > 1055 [ACK] Seq=1 Ack=2057 Win=204460 Len=0

+ Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)

+ Ethernet II, Src: 00:0c:29:5c:4a:77 (00:0c:29:5c:4a:77), Dst: 00:50:56:c0:00:01 (00:50:56:c0:00:01)
+ Internet Protocol Version 4, Src: 172.16.114.100 (172.16.114.100), Dst: 172.16.114.1 (172.16.114.1)
+| User Datagram Protocol, Src Port: 1025 (1025), Dst Port: 53 (53)

+ Domain Name System (query)

0000 00 50 56 cO 60 01 60 6c 29 5c 4a 77 08 00 45 00
0010 06 3c 00 bl 60 00 80 11 fd 79 ac 10 72 64 ac 16
0020 72 01 04 61 60 35 00 28 ©Of 3c 28 67 01 00 00 01
0030 06 00 00 60 60 00 06 61 68 6e 6c 61 62 04 6d 79
0040 66 77 62 75 73 06 00 61 60 01

R —
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E e r& 1) > el O A
tcp.stream eq 1 [ vl
Follow TCP Stream

319.470523 172.16.114.100 T 172.16.114.1 ‘Stream Content

419.486250 172.16.114.1 1172.16.114.100
519.486565 172.16.114.100 1172.16.114.1 4 sooTeTE—T : R

6 42.171081 172.16.114.100 172.16.114.1 02 41 02 02 0
7 42.171195 .16.114. .16.114. 4 02 02 02 02
842.171626  172.16.114.100 1172.16.114.1 0 02 02 02 02

7 02 62 62 62
942.171684 172.16.114.1 1172.16.114.100 02 02 02 62

02 02 02
02 02 02
02
02
02
02
02
02
02
02
02
02
02
02
02
02

1% o 5
00 50 56 cO 00 o 2 -
05 dc 00 b4 40 - » 5 . Entire conversation (2056 bytes)

72 01 04 1f 00

fa fo 26 5 68 i | Find | saveas | print |OAsci Oescoc  © O CAmays O Raw

4d 02 4c 02 4c

44 02 40 02 46 ol ok 3
02 02 02 02 02 y < Help
0 0 0 0 0 0]




Decryption Script (heart decrypt.py)

The below screenshot shows the script usage

~ v X root@bt: ~/Desktop/HeartBeat_pcaps

File Edit View Terminal Help

root@bt:~/Desktop/HeartBeat _pcaps# python heart_decrypt.py -h
sage: heart_decrypt.py <HeartBeat Pcap> [Options]

Dptions:
-h, --help show this help message and exit
-c, --check Checks the pcap for HeartBeat RAT communications

root@bt:~/Desktop/HeartBeat_pcaps# ||
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Decrypted Communication

The below screenshot shows the Decrypted C2 check-in. The one marked in RED is the hostname
of the infected machine

root@bt:~/Desktop/HeartBeat_pcaps# python heart_decrypt.py 1.pcap
eartBeat RAT communication detected in packet number: 6
ommand Code: 6b 60 00 00
ommand Description: System Information (Initial €2 Check-in)
raffic Flow: 172.16.114.160:1055 ---> 172.16.114.1:80
Decrypted Dump:
Hex Dump ASCII Dump

.O.N.N.A.-.F.B.A‘
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Decrypted Communication (contd...)

~ v X root@bt: ~/Desktop/HeartBeat_pcaps
File Edit View Terminal Help

172.16.114.100 —-> ip address of the infected machine
05 00 00 00 ——> which should be read as 5, is the major version of the OS (which is XP)

01 00 00 00 --> which should be read as 1, is the minor version of the OS

28 Oa 00 00 --> which shoud be read as a28 (in hex), which is 2600 in decimal is the build number (of XP)
Service Pack —-> in this case it is service pack 3

qawsed —-> is the campaign password

jpg-jf-0925 --> is the campaign code

www.SecurityXploded.com



Part 1B — Demo

Reverse Engineering The
HeartBeat RAT




esi
ebp, offset Str ; " jmhdd)epl|\"x}"
edi

ebp Str

strlen G

SRS L

sub_10861E6D

esi, ds:wcslen

edi, offset word_10083074
edi RSt

0003000 ©0 66 60 00 00 00 60 OO OO0 00 60 60 6O 60 60
006030180 66 6A 6D 68 64 64 29 65 78 6C 7C 22 78 7D 08

push

call strlen

push eax

push esi

call sub_186061E6D

mov esi, ds:wcslen

mov edi, offset word_16003074
push edi

L 80 6o 8 00 ~ ||9812FF9C B8OBBOOBE
a8 60 66 00 66 66 66 0012FFAB 100083618 .data:Str
a8 68 08 60 66 66 66 8012FFAL4




10806011DD esi ; wcslen
1808011DF eax, 1

1000111 eax O
1008011E2 edi
ebx, offset wnrd_k 003688

ebx
esi ; wcslen

; again this function is called, this shows that malware decrypts mult
edl, offset word_10003098
edi SRS EE
esi ; wcslen
eax, 1

62 04 72 06 74 08 6C OA 6F OC 00 00 00 00 m 10003 074
30845 00 00 00 00 39 02 33 04 00 00 00 00 00 00 00 ~||so12FF84  B0OBO0OC
3094 00 00 00 00 6B 02 73 B4 62 06 2A 08 63 OA 6D “k.s.b.x.c.m. __|l0012FF88 10003074 .data:word 1

186011DF shl
188811E1 push (38 Modules

166611E2 push

188611ED push ebx

1868011EE call esi ; wcslen

188811F8 shl eax, 1

108611F2 push eax

188011F3 push ebx

168680611F4 call sub_1668681E6D ; again this function is called, this shows that malware decrypts mult | Decimal
188011F9 mou edi, offset m)l‘d 0803098

1868611FE push edi

188011FF call esi ; wcslen

108081261 shl eax, 1

(124,396) (59,184) 0000DOSES LOODL1ES: start+dz

65 08 64 / 100083074

66 60 00 66 60 o g 60660600C

62 86 2A 63 -S.b.*.c. . 16603074 .data:word_100036874
BE 3F 10 28 28 16 08 86 60 1000304C _data:byte_1000364C
66 60 88 oF 65 00 6E 80 80 066660600




push
push

again the malware decrypts some string, lets see what it is
esp, 3Ch

offset stru_10003120 ; 1lpuWSAData
202h ; wUersionRequested
ds:uWSAStartup

edi, ds:closesocket

protocol

type
(124,636) (783,304) 00000605 10001205:

8 6B 02 73 B4 62 06 2A 88 63 OA 6D OC 2
8 28 12 21 14 20 16 00 60 00 0

offset stru_10003120 ; 1lpWSAData
202h wUersionRequested
ds:WSAStartup

edi, ds:closesocket

protocol

tgpe

0003098 G6A 00 70 60 67 00 2D 08 GA 60 66 60 2D 60 30 O P
2.5,




Pop
push eax ; hostshort
call ds:htons

push

188061257 push offset byte_1080304C ; na
10808125C call ds:gethostbyname

10001262 test eax, eax

10001264 jz short loc_18081291

0.00% (297,975) (524,292) 0000064D 1000124D: start+d?

[ Bl61 68 6E 6C 61 62 2E 6D 79 66 77 2E 75 73 . 100030180
003620 060 60 60 OO 00 60 60 60 60 60 60 00 00 60 ~||8012FFAL 000
003630 00 60 60 OO 00 00 60 60 00 60 60 00 00 66 .||0612FFA8 B00080
AG2 Q48 a0

SIS 2 A0

42{Hho has 172.16.114.100? Tell 172.16.114.1
42}17 16.114.100 at 00:0c 5c 7




ds:inet_addr

16h ; namelen
1086127C mov dword ptr [esp+24h+name.sa_data+2], eax
10001280 lea eax, [esp+24h+name]
10001284 push eax G ; name

esi us

eax, OFFFFFFFFh
short loc_100612A1

5 258.361519 172.16.114.100 172.16.114.1 DNS 74 Standard query A ahnlab.myfw.us

7 263.395362 00:50:56:¢0:00:01  00:0c:29:5¢:4a: ARP 42Vho has 172.16.114.1007 Tell 172.16.114.1

8263.395458 00:0c:29:5c:4a:77  00:50:56:c0:00:01  ARP 42 172.16.114.100 is at 00:0c:29:5c:4a:77

91313.746006 172.16.114.100 1172.16.114.1 Tce 621055 > 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK PERM=1

10 313.773895 172.16.114.1 1172.16.114.100 TCp 6280 > 1055 [SYN, ACK] Seq=0 Ack=1 Win=14600 Len=0 MSS=1460 SACK_PERM=1
11313.774050 172.16.114.100 172.16.114.1 Tcp 54 1055 > 80 MACK] Seq=1 Ack=1 Win=64240 Len=0




BOB14FD p

§ | i

P14 bhp

1515 ) D

BOE 6 D

g B add S

§ d

BOE 0 b
Jo JU 0,0 o JOOOOD oo 3
O] C O Stack vies

o i 61 06 ¢

B o 90 2 60 00 O 55 U §0 76 B0 69 OO 63 OO : — 8o D L
B o JRT 8 § k. 8 63 00 6B 00 20 00 33 : P .a 3 B o 8 g d
i[5 B0 g § D 00 ¢ B 00 O il§ § §
il 0 § § D 80 O 0 @ § § iT§ SBLLLLLS
0o D@ D 00 O g § § @ § § 8o STSSTSTELS

05 00 00 00 --> which should be read as 5, is the major version of the OS (which is XP)

01 00 00 00 --> which should be read as 1, is the minor version of the 0S

28 O0a 00 00 --> which shoud be read as a28 (in hex), which is 2600 in decimal is the build number (of XP)

Service Pack --> in this case it is service pack 3




Malware Collects Hostname Information

Below screenshots show the malware collecting the hostname information

196U1524 push eax ; lpButter
188081525 mov ebp+nSize], 266h

106861532 mov esi, ds:wcscpy

10001538 lea eax, [ebp+Dest]

1800153E push offset word_10003074 ; Source
1668081543 push eax ; Dest
1008081544 call esi wcscpy

10001546 lea eax, [ebp+var_138]

108006154C push offset word 106803098 ; Source
.00% (145,634} (491,351) 00000932 10001532: send sysinfo+85

Hex View-1 O & X lﬁT, Stack view
4D 66 4F 60 4E 00 4E 60 41 66 2D 66 46 00 42 ~|/8812F1D8
41 00 46 00 42 00 44 60 45 00 41 00 43 60 00 6660006C

2FBOC 66 60 60 60 66 60 60 60 60 60 00 66 60 60 00 | 10003088 word_?
66 60 60 60 66 60 60 66 00 60 60 66 60 00 08 66000000
00 60 60 00 60 00 60 60 00 00 00 66 00 60 00 66000000
66 60 60 00 66 60 60 66 00 60 00 66 60 60 06 66606000
A0 AR _AQ AR _AQ _AAQA _AQ_AAQ A0 _AQA_AQ _AQ _AQ A0 _AAQ AfRAAARAA

icrosoft Windows XP [Uersion 5.1.260801
(C> Copyright 1985-2801 Microsoft Corp.

:\Documents and Settings\Administrator>hostname
onna—fhafhdeac

:\Documents and Settings\Administrator>

X
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10801DA8 s= dword ptr 86Ch EAX 00000000 -
XOR encryption loop :gm:: push esi (S CLILRLEE 1

10061DA9 push  edi ECX 00000000 -

100801DAA xor esi, esi EDX 66000068

18081DAC mov edi, 868h

10001DB1 xor eax, eax

; This is the encryption loop. All the information collected is encrypted using

eax, 866h
short loc_18681DB3

B012F9EC Stack[B86868770]:0012F9EC

before encryption®8012E9C8  108015EF  send_sysinfo+142

0012E9CC 00000008

0012E9D0 00000000

B012E9D4 0OO4F004D debugB18:B04F 664D

B012E9D8 OO4EGO4E debugB18:B04EBOLE

0612E9DC 002D0641 debugB14:862D00641

B012E9E0 00420046 debugB18:00420046

0012E9E4 00460041 debugf18:080460041

B012E9E8 00440042 debugB18:00440042




@ Hex Yiew-3 O& X

3612EBBY
3612EBCY

3G12EBDY A58 8 <:
9612EBEY 9.6.,.9.2.2,0 000
9612EBF 4

312EC B4

BG12EC1 4

H012EC24
H812EC34




loc_16061DCO: ; flags
push 0

lea eax, [esp+esi+BCh+buf]
push edi ; len
push ; buf
push HE

1680081DD5 cmp eax, OFXFFFFFh
10001DD8 jz short 10¢_10061DES

3] Hex View- [©] stack view
5i] 66 06 60 J66 60 66 06 B A Ry o ] 3 ]
5 5 57 50

800600808
66600000
8012F1D4
B012F9EC
1008015EF
600000068
60000000
824D 024F
824C024C
B22F 0243
02400244
02440243
82460240
02430247
020620241




Malware Sends the Encrypted Data (contd...)

The packet capture shows the encrypted traffic

File Edit View Go Capture Analyze Statistics Telephony Tools Intenals Help

T ; —~ ==
BEcee .. % = Qg valk OEFaaalldME K @
Filter: tcp.stream eq 2 [w] Expression... Clear
No.  Time Source Destination | ~ < FollowtcPstream |

9313.746006 172.16.114.100 172.16.114.1 Stream Content
10 313.773895 172.16.114.1 172.16.114.1600 00000000 _0b 60 00 60 00 00 00 00 4T 02 4d 02 4C 02 4C
11 313.774650 172.16.114.100 172.16.114.1 00000010 143 02 2f 02 44 02 40 02 43 02 44 02 40 02 46
14 433.780915 172.16.114.1 172.16.114.100 00000020 47 02 43 62 41 62 02 62 02 02 62 62 02 02 62
15 433.781114 172.16.114.100 172.16.114.1 00000030 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02
T 3 40 02 62 62 62 02 02 62 62 62 62 62 02 02 62 62
s 50 02 02 62 62 62 62 02 62 02 062 62 62 02 02 62
-676631 |172. 00000060 02 62 62 02 62 62 02 62 02 62 02 62 62 02 02
-670098 172. 000000760 02 02 62 62 62 62 02 62 02 62 62 62 02 02 62
.670183 172. 00000080 02 02 062 62 62 02 02 62 02 062 62 62 02 02 62
00000090 02 02 62 62 62 62 02 62 02 62 62 62 62 02 62
000000A0 02 02 62 62 62 62 02 62 02 62 62 62 62 02 62
000000B0 02 02 62 62 62 02 02 62 02 62 62 62 02 02 62
000000C6 02 02 62 62 62 62 02 62 02 62 62 62 62 02 02
)0 02 62 62 62 62 02 62 62 62 62 62 02 02 62 62
. . 000ROOE® 02 02 062 62 62 62 02 62 02 062 62 62 02 02 62
+| Frame 21: 1514 bytes on wire (12112 bits), 1514 bytes captur 9000OOFO 02 02 62 82 62 02 02 02 02 02 02 02 02 02 02
+| Ethernet II, Src: 00:0c:29:5c:4a:77 (00:0C:29:5c:4a:77), DSt) 9pppp100 ©2 02 02 02 62 02 02 02 02 62 02 02 02 02 02
+/ Internet Protocol Version 4, Src: 172.16.114.100 (172.16.114} 00001160 62 02 02 02 02 02 02 02 02 02 02 02 02 02 02
+| Transmission Control Protocol, Src Port: 1055 (1055), Dst Pof 00000120 02 62 62 62 62 02 62 62 62 62 62 02 02 62 62
—l Hypertext Transfer Protocol 00000130 02 02 62 62 62 62 02 62 02 62 62 62 02 02 62
+ Data (1460 bytes) 00000140 02 02 62 62 62 02 02 62 02 062 62 62 02 02 02
00000150 02 02 62 62 62 62 02 62 02 62 62 62 62 02 62
00000160 02 02 62 62 62 62 02 62 02 062 62 62 62 02 62
0000 00 50 56 cO 00 01 60 6C 29 5C 4a 77 08 00 45 00 -
0010 ©5 dc 00 d5 46 60 80 06 b7 cO ac 10 72 64 ac 10 | Entire conversation (2056 bytes)
0020 72 01 04 1f 00 50 4b 8c 37 a5 55 07 26 aa 560 10 R
0030 fa fO 7c 86 00 60 Gb 60 00 00 00 00 00 00 4f 62 I | Find | saveAs | Prnt |OAsCll O EBCDIC O |Hex Dump|
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Thank You !
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